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Mohamed Hasabo Eltayeb 
 

Email: Mohamedeltayeb066@gmail.com  

 

Contact: +966554491034 
 
Linkedin: https://www.linkedin.com/in/mohamed-eltayeb-44a35bba  
 
    
 

OBJECTIVE: 
 
Provide network, systems, and security experience, knowledge, and solutions in a system and network 
diverse environment. Protect confidentiality, integrity, and availability of information and information 
systems. Advise and engineer secure solutions for business opportunities. Learn and experience, mentor 
and share. 
 
Education and Certifications: 

 BSC. Information Systems & management (Madras University,2009-2012 ,India) 

 Offensive Security Certified Professional (OSCP) 

 elearnSecurity Certified Professional Penetration Tester (eCPPT) 

 elearnSecurity Web Penetration Tester (eWPT) 

 EC-council Certified Ethical Hacker (CEHv9) 

 Computer Hacking Forensic Investigation (CHFI) 

 Cyber Security Analyst (CySA+) 

 Palo Alto Certified Network Security Engineer (PCNSE) 

 Fortinet NSE4 Security Professional 

 PECB ISO 27001 Lead Implementer 

 PECB ISO 27005 Lead Risk Manager 

 PECB ISO 22301 Lead Implementer 

 Cisco Certified Security Professional (CCNP-Security) 

 Cisco Certified Networks Associate Security (CCNA Security) 

 Cisco Certified Network Professional (CCNP Routing & Switching) 

 Cisco Certified Networks Associate (CCNA Routing & Switching) 

 Microsoft Certified Solutions Associate (Windows Server 2012) 
 
AREA OF EXPERTISE: 

 Penetration Testing Tools (Metasploit.Nessus,Qualys,Core Impact,CANVAS,KALI,RED-ARCH linux) 
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 Web Application Penetration Testing Tools (Fortify ,Acuentix ,Appsec,Nstalker,Vega,OWASP-
ZAP,others) 

 Configuring and administration of Palo alto Firewalls ,wildfire ,Fortigate,Fortiweb,fortianalyzer. 

 Compliance & Strong Experience in Implementation SAMA framework 

 Compliance & Strong Experience in Implementation of 27001 ISMS 

 Compliance & Strong Experience in Implementation of 22301 BCMS 

 Incident handling and management 

 Information Security frameworks and standards 

 Communications Security Management 

 Configuration Management 

 Identity Management 

 Information Assurance 

  Information Resources Strategy and planning 

 Asset management 

 Information Security Architecture 

 Risk Management 

 Technology Awareness 

 Network Diagnostic Tools: Sniffers, Microsoft Server, Microsoft Exchange and DNS 

 Network Security Solution(Fortinet,Cisco.fireeye,Bit9,IBM.Juniper) 

 Protocols: TCP/IP, DHCP, RIP 2, EIGRP and OSPF 

 Router, firewall, VOIP and VPN configuration 

 Enterprise Backup, Antivirus, and Antispam 

 LAN, WAN, Cisco firewall, VLAN and modulated switched 

 Server hardware, cabling, routing, LAN environments, PC Desktop and components 

 Microsoft Exchange Server 2007, 2010, 2013, SharePoint and SQL servers 
 
 

PROFESSIONAL EXPERIENCE 
 
Target ICT, Riyadh KSA Working as Senior Cyber Security Engineer| Nov 2015 – Up To 
Now |  

 Implemented ISO 27001 ISMS for clients. 

 Helped clients to implement the SAMA framework. 

 Helped in ISO 22301 BCMS Implementations for clients. 
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 Performed Network and Web Application Penetration tests within the parameters defined by 
rules of engagement coordinated with the client. 

 Configuring and administration of Palo alto Firewalls ,wildfire ,Fortigate,Fortiweb,fortianalyzer. 

 Provided detailed reports on the findings of network and application penetration tests including 
mitigation and remediation activities. 

 Network Penetration Testing 

 Web Application Penetration Testing 

 Network/Host Forensics 

 Performed firewall reviews and tuning 

 Performed wireless scans using Kismet KisMac and the Aircrack-ng suite 

 Perform network security analysis and risk management for designated systems 

 

 

 
 
Share Knowledge TC, Riyadh KSA Working as Cyber Security Instructor | Nov 2015 – Up 
To Now| 
 
Duties: 

 EC-council Certified Ethical Hacker (CEHv9) 

 Penetration testing With Kali Linux (PWK) 

 Vulnerability Assessment Course 

 Cisco Certified Security Professional (CCNP-Security) 

 Cisco Certified Network Professional (CCNP-Routing & Switching) 

 Cisco Certified Network Associate (CCNA-Routing & Switching) 

 Cisco Certified Network Associate Security (CCNA-Security) 

 EC-council Network Security Administrator (ENSA) 

 CompTIA Security + 

 

Aptech Computer Education, Sudan Working as Trainer |Nov 2014 – Aug 2015 
 
Duties: 

 

 Certified Ethical Hacker (CEH) 

 Cisco Certified Security Professional (CCNP-Security) 

 Cisco Certified Network Professional (CCNP-Routing & Switching) 

 Cisco Certified Network Associate (CCNA-Routing & Switching) 

 Cisco Certified Network Associate Security (CCNA-Security) 
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 Microsoft Certified Solution Expert(MCSE,Windows Server 2012) 

 Microsoft Exchange Server 2007,2010,2013 

 Microsoft Certified Information Technology Professional (MCITP ,server 2008) 
 

KYM for Computer Education, Sudan Working As Trainer | July 2013-Sep 2015 
 
Duties: 

 Cisco Certified Network Associate (CCNA-Routing & Switching)  

 Cisco Certified Network Associate Security (CCNA-Security) 

 Microsoft Certified Solution Expert(MCSE,Windows Server 2012) 

 Microsoft Certified Information Technology Professional (MCITP ,server 2008) 
 

Algam Drugs & chemicals Ltd, Sudan Network & System Administrator |Oct 2012 – Nov 2014 
 
Duties: 

 Installed optimized and configured new servers and application upgrades in existing network 
environment as per requirements. 

 Configured Routers, Switches, ASA firewall and deployed windows server 2003, 2008, and 2012. 

 Installed and configured secured environments, VPN Internet connectivity of virtualized server 
environment and clients.  

 Maintained MS Exchange Server – Performed troubleshooting and provided resolutions for 
server problems. 

 Implemented Security through Cisco ASA (Firewall with IP-Sec and SSL VPN) Active/standby 
failover 

 Deployed and configured Hyper-V, and updated servers with latest service packs and hot fixes 

 Implemented windows deployment services and Managed group policies and security policies 

 Implementing remote access policies and Implementing, managing and troubleshooting 
Network protocols and services(DNS,DHCP,IIS,RAS) 

 Planning, implementing, and maintaining a MS Windows Server 2008/ 2012 Active Directory 
infrastructure. 

 
OTHER SKILLS: 
 

 SAST and DAST Tools (fortify , Appsec, Nstalker,Vega,Acuentix..etc) 

 Conducting Penetration testing and vulnerability assessment. 

 Vulnerability Assessment tools (Nessus, Metasploit, Nexpose, Qualys  ...etc) 

 Network Security Audit  

 Secure Configuration 

 WireShark, Nessus 

 VMware ESXI 

 Microsoft Windows Servers NT / 2000 / 2003 / 2008/2012 
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 Microsoft Exchange 5.5 / 2000 / 2003 / 2007 /2010/2013 

 Microsoft System Center 2007/2012 

 Microsoft Office 95 / 2000 / XP / 2003 / 2007/2010/2013 

 Microsoft SMS 2.0 / 2003 

 Microsoft SQL 6.5 / 7.0 / 2000 /2005/2008 

 Microsoft WSUS 

 Linux – FreeBSD / SUSE / RedHat 

 HTML,CSS, ASP 

 Citrix Metaframe XP / Presentation Server 4.0 / 4.5 / 4.6; Citrix Access / Secure Gateway 

 McAfee / Symantec 

 VERITAS/Symantec Backup Exec; Arc Serve Backup 

 Firewall PIX, Cisco Call Manager and routing protocol BGP 

 Huawei Switches, Routers 
 

Languages: 

 Arabic : Speak & Write 

 English : Speak & Write 


